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Amendments to the Claims! 

This listing of claims will replace all prior versions, and listings, of claims in the application: 

Listing of Claims; 

1-3. (Cancelled). 

4. (Cuirently Amended) A method for managing prograxn datajncluding content, an 
entitlement control message and an entitlement managemen t message, comprising; 

deriving a code word ^eed^usin g information from the entitlem ent management 
message t o descramble the_ content in the program data; 
re-scrambling the code word vnth a local key; and 

inserting the code word that was re-scrambled with the local key into the entitlement 
mana gement message of the p rogram data for fiituro aocoss to the oontent iand 

inserting the local key into the entitlement control message of the nrogram data for 
further access to the olient . 

5. (Original) The method of claim 4 further comprising inserting modified access 
criteria in addition to the re-scrambled code word. 

6. (Currently Amended) The method of claim 4 when prior to insertin g the local 
key, the method further comprising encrypting the local key with a unit key and inserting the 
encrypted key into the program data for future access. 

7. (Currently Amended) The method of claim 4 where- whereint he local key is a 
locally generated random niimber. 

8. (Original) The method of claim 4 wherein the process, once initialized, is 
performed essentially without CPU intervention. 
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9. (Currently Amended) The method of claim 6, ftirthor oompriping pookaging tho 
oncr>ptod koy ao an entitlomont managomont mocQaso prior to inportion into the program data for 
fiihirn nnr.Hfl Rwherein the insertinp of the l ocal kev comprising: 

erasing data related to a prior kev within the entitleme nt management message; and 
substimting the local kev for the erased data within the entit lement management message, 

10. (Currently Amended) A method for managing program data, comprising: 
descrambling parameters used to derive a code word needed to descramble content in the 

program data; 

re-scrambling the parameters with a local key; a»4 

inserting the parameters that were re-scrambled with the local key into the program data 
fnr f[}t\'rn nnrflpp thc\ program da t ftan entitlement co n trol message: and 
lYiserting the local kev into an etititlemen t management message. 

1 1 . (Original) The method of claim 10 wherein some of the parameters are modified. 

12. (Currently Amended) The method of claim 10 feFfe^wherein the inserting of the 
parameters that were re-scrambled comprising encrypting the local key with a unit key and 
inserting the encryptediocal key into the ^ mm-nm Hntn fnr fiunrn accoflflentitlement management 
message . 

13. (Original) The method of claim 10 where the local key is a locally generated 
random number. 

14. (Currently Amended) The method of claim 1 2 further oompriGing packaging tho 
onor>T)tod koy that as an ontitlomcnt managem e nt moGaage prior to in o ortion into tho program 

fnr fiitnr fl .irr. afl flwherein prior to inserting the paramet e rs, the method further comprising 
erasing data within the entitlement control message corresno ndmg to parameters previously used 
to derive the code word . 

15. (Cancelled). 
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16. (Currently Amended) The method of claim 4-g-lO wherein the method, once 
initialized, is performed essentially without CPU intervention. 

17. (Cancelled). 

18. (Currently Amended) The method of claim W-iQfiirther comprising blanking 
data in the entidement management message prior to insertin g the local key in the entitlement 
management message . 

19. (Currently Amended) The method of claim 4 ^14. wherein prior to inserting the 
parameters, the method further comprising encrypting the paramet e rs with the local kevinoorting 
the local key into tho ontitl e mont managomont moGcag e. 

20. (Original) The method of claim 1 4 further comprising deriving the key from the 
entitlement management message, 

2 1 . (Currently Amended) A computer-readable medium having stored thereon a 
sequence of instructions, the sequence of instmctions including instructions which, when 
executed by a processor, causes the processor to perform a method comprising: 

identifying a packet with an entitlement control message; 

deriving a code word in m-the entitlement control message in program data with a key; 

re-scrambling the code word with a local key, and 

inserting the re-scrambled code word into the entitlement control message; 

identifying a packet with an entitlement management message; and 

inserting the local key into the entitlement management message , 

22. (Original) The computer readable medium of claim 21, further comprising 
instructions which, when executed by the processor, causes the processor to blank data in the 
entitlement control message before inserting the code word. 

23. (Cancelled). 
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24. (Currently Amended) The computer readable medium of claim 3*21, wherein 
identifying the packet with the entitlement control message comprises sorting the program data 
according to packet identifiers. 

25. (Cancelled). 

26 . (Currently Amended) The computer readable medirnn of claim 3521, further 
comprising instructions which, when executed by the processor, causes the processor to perform 
blanking data in the entitlement management message. 

27. (Cancelled). 

28. (Currently Amended) The computer readable medium of claim 3S2X> further 
comprising instructions which, when executed by the processor, causes the processor to perform 
deriving the key from the entitlement management messag e^or use in derivmg the c ode word 
from the entitlement control messaj:e . 

29. (Cancelled). 

3 0, (Currently Amended) The conditional access unit of claim 3^32, wherein the 
conditional access unit is managed essentially without CPU involvement. 

3 L (Currently Amended) The conditional access unit of claim 29-32_ftuther 
comprising an entitlement control message blanking unit, coupled to the entitlement control 
message injector unit, that blanks data in the entitlement control message before transmitting the 
entitlement control message to the entitlement control message injector unit. 

32. (Currently Amended) Th^A.conditional access unit of claim 29, further 
comprising: 

a control word descrambler utiit that descrambles a control word from an entitlement 
control message with a key: 
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a control word re-scrambling unit, coupled to the contro l word dcscramblcr unit, that re- 
scrambles the control word with a local key: 

an entitlement control message iniector unit, coupled to the control work re-scrambler 
unit, that injects the control word that has been re-scrambl ed with the local key into the 
entitlement control message: and 

an entitlement management message injector umt[[,]] that injects the local key into 
entitlement management message. 

33. (Original) The conditional access unit of claim 32, further comprising an 
entitlement management message blanking unit, coupled to the entitlement managem^t message 
injector unit, that blanks data in the entitlement management message before transmitting the 
entitlement management message to the entitlement management message injector unit. 
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